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SensePost was founded in 2000 by
internationally recognised industry
experts and has become one of the
foremost Information Security

consultancies in the world market.

Our vision is to use premier people,
leading-edge technology and
progressive thinking to provide
Information Security services that add
value to business.

* Technical Information Security
Assessments

« Information Security Consulting

* Vulnerability Management Services

« High end Information Security
Training

SensePost has built a global
reputation based on world-class skills,
a demonstrable track record in

vulnerability research and a blue-chip

client list.

T: +27 12 460 0880
F: +27 12 460 0885
E: info@sensepost.com

www.sensepost.com

PO Box 176
Groenkloof

0027

South Africa

Reg No 1999/004700/07

INTRODUCTION

SensePost is an independent and objective organisation specialising in information security

consulting, training, security assessment services and IT Vulnerability Management.

QUICK FACTS

Headquarters: Pretoria, South Africa

Presence: Cape Town, London

On the web:  www.sensepost.com

Tags: Pentest, Assessment, PCI,
Scan, Hacking, Training

Mantra: Trusted Advisors

Founded: February 14, 2000

Specialization: Technical IT Security
Assessment

Staff: 15 technicians, 2 sales,

4 admin

Customers: Leading brands on five
continents.

Sectors: Financial Services-
telecommunications, health
services, online gaming and
government, etc

Affiliations: An autonomous member of

SecureData Holdings

WHAT'S IN OUR
NAME™

Honestly, we just made it up. It was the heart
of the .com boom and we were intent on
avoiding anything with 'cyber and 'sec'. What
our name has come to represent is more

important. Try this etymology for size:

SENSE

- a sane and realistic attitude to situations and
problems

POST

- a place where someone is on duty or where a

particular activity is carried out

In an industry filled with fear, uncertainty and
doubt SensePost stand as trusted advisors to
deliver insight, information and systems to
enable their customers to make strong
decisions about Information Security that

support their business performance.

S APPROAMACHES

SensePost is able to take three different but
complimentary approaches to providing you

insight into your IT security posture:

1. A Penetration Test:

A Penetration Test is basically an attempt by
an ethical hacker, working under strict
constraints, to compromise specific system,
set of systems or data. Such an exercise is
generally quite effective in answering the
question ‘can we be compromised'? However,
it does not provide a complete view of what

and where all the exploitable weaknesses are.

2. A Security Assessment:

A Security Assessment usually includes some
degree of Penetration Testing, but it takes a
more formal and systematic approach and
provides a comprehensive view of where all
the exploitable vulnerabilities are and what
should be done to remediate them. This makes
the Vulnerability Assessment a very valuable
exercise for decision makers. However, an
Assessment still only presents a point-in-time
view of the target security posture. Of course,
this view can change rapidly as new attack
vectors are developed, as the target itself

changes or even as the issues are remediated.



3. Vulnerability Management:

Vulnerability Management extends past the
'‘assessment' phase to integrate into a
continuous process of assessment and
remediation. Using a Managed Service
approach we can continually identify security
issues, prioritize them, notify the relevant
parties for remediation then verify that the
issues has been resolved. This is the least
dramatic of the three approaches, but the most

deliberate. Properly implemented Vulnerability

Management can provide an organization with
an instant view of its security posture at a
given time and the tools required to remediate

issues as they are identified.

Of course, many variations and combinations

of these approaches are also possible.

Auxiliary services, including training and
consulting, round off our services offering and

complete the value proposition to the customer.

WHY
SENSEPOST ™™

Over more than a decade in service to the
biggest and best organizations in the world,
SensePost has built a reputation based on
trust. Trust our integrity and objectivity, and
Trust that we will provide the highest available

level of technical expertise.

SERVICES OVERVIEW: SensePost Information Security

VULNERABILITY SECURITY CONSULTING
e MANAGEMENT SERVICES TRAINING SERVICES
High Assurance HackRack
Assessments HBN Cadet
P Threat

» Web Application Modelling
« External DNS Monitoring

Network Monitoring

icati HBN BootCam
Web Application Web Application Scanning P
Security

Internal Security
External Security
Rich Clients
Wireless

Firewall Review
Remote Access

Third Party Connectivity
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BroadView

Internet Vulnerability
Scanning

Database Scanning

Active Directory
Scanning

Automated Vulnerability
Assessments

Web Application

Network
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Architecture

HBN Combat

PCI DSS & ISO
27001 Advisory

HBN Developer Web 2.0

Custom

Consulting
HBN Custom Training
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